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Abstract

I MEC (Multi-Access Edge Computing)= XX X|H/IHHE MH|AE JHs5H| o= HIER 3 SIX| 7|2te

A5t/ E2EIRE 7|=0|Ct 2 HHUAM= MEC 7|=0| Ciet 7Heet BEEs S, 12|10 A AH|A ALY|IE AL,
72|30 MEC 7|2 Edge Al MH|AE 2|staliy] ologlz 2H26}7| {8t R 0|53 =2letr}.

MEC / Edge Cloud Attack Surfaces

(M= | e 1 S
T |
UEs /v Endpoints RAN Edge Cloud / Distributed DC Central Cloud / Centralized DC
https://blogs.juniper.net/en-us/service-provider-transformation/5g-edge-cloud-and- _3.

multi-access-edge-computing-mec-security
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01. ETSI MEC (1/4)

| Definition
« MEC (Multi-access Edge Computing) provides cloud computing and IT service environments at the network edge

» “Multi-access” indicates support for various access types including mobile, fixed, and Wi-Fi
» Objective: enable ultra-low latency, high bandwidth, and real-time, context-aware services leveraging network

information

| Key Features
» Processes data near end-users - reduces latency and backhaul load

* Integrates RAN, Core, and Cloud for intelligent and flexible service provisioning

« Enables third-party application deployment via standardized open APIs
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01. ETSI MEC (2/4)

| Standardization
» Led by ETSI MEC Industry Specification Group (ISG)

» Covers architecture, APIs, application lifecycle, security, and management
» Phase 3 completed (2024) - Phase 4 ongoing: focuses on security, federation, slicing, and 6G-oriented edge-

native applications

| Expected Benefits
» Shorter response latency and reduced backhaul congestion

« Enhanced privacy and data localization

 Creation of new business ecosystems and revenue models
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01. ETSI MEC (3/4)

| MEC Architecture
» Edge Nodes located between the RAN/Access and Core networks

- MEC Platform provides 1) Application hosting environment, 2) Access to real-time network information, 3)
Orchestration and lifecycle management interfaces

« Open APIs allow integration of third-party applications and services.

| Use Cases
 \VV2X [ Autonomous Driving: ultra-low latency vehicle coordination

* Industrial loT / Smart Factory: local control and anomaly detection
» AR/VR/ Cloud Gaming: minimized round-trip delay via edge rendering
 Drones / Robotics: real-time data processing and control

* Video Analytics / Content Caching: local traffic reduction and improved QoE

-6 -
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01. ETSIMEC (4/4)

| Technical Evolution
« Edge-Native Applications: exploiting location and network context of the edge

 Federation & Multi-Domain Edge: interoperability across multiple operators and domains
» Enhanced Security & Privacy: ensuring trust in distributed edge environments

* Integration with 6G: enabling intelligent, Al-driven, hyper-connected edge networks

| Industrial and Research Implications
» Telecom Operators: reduce core traffic and open new service revenue streams

« Cloud Providers: expand infrastructure and services through edge integration
« Vertical Industries (Manufacturing, Mobility, etc.): localized, secure data analytics

» Researchers: explore orchestration, security, slicing, and 5G/6G-MEC convergence
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02. 3GPP MEC (1/5)

| Network Architecture

NRF AUSF uUuDM 5G-EIR
7 -3 b 34
' ' ! L
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: ! : :
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02' 3GPP MEC (2/5) GSMA Operator Platform Group
| Standardization Issues
- Traffic steering Devics Newwork | | Management | S80S
* MEC Platform
« Management & orchestration -
« Charging
« UE and application mobility — — —
« Capability exposure Application Enablement 3GPP SAG ETSIMEC ETSIMEC ETSI MEC
and exposure 3GPP 5A6 3GPP SA5
» UE application interface | | |
Netwark infrastructure JGPP SA2 IGPP 5A2 JGPP 5A5

https://www.etsi.org/images/files/ETSIWhitePapers/ETSI_wp36_Harmonizing-standards- _9-
for-edge-computing.pdf
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02. 3GPP MEC (3/5)

| Cloud Edge Service by OP
» Edge platform built in the OP’s network

» Edge support in the network layer (e.g., routing, discovery)

DN {Intemet)

0|& <!, “3GPP 5G MEC Standardization Activities,” MEC =& MH|A/MEfAH 21139, 2023H 7€ - 10 -
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02. 3GPP MEC (4/5)

| Edge Site Provided by OP
» To serve public cloud services (e.g., AWS)

FPublic Cloud dW5

B MEC Host ‘ I

—= D

%
E

DN (Internet)

0|& <!, “3GPP 5G MEC Standardization Activities,” MEC =& MH|A/MEfA 21139, 2023H 78 - 11 -
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02. 3GPP MEC (5/5)

| Edge Support in Non Public Network (NPN)
» Edge support in NPN

— e e e e . )

%

UE

0|& <!, “3GPP 5G MEC Standardization Activities,” MEC =& MH|A/MEfAH E1}3|9|, 2023H 78 - 12 -
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01. Service (1/2)
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https://dl.acm.org/doi/fullHtml/10.1145/3474552 213 -
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01. Service (2/2)

computmg partners with Vapor 10

Share this article:

Q00000 (]

Comcast is making an intriguing move toward the edge computing market, taking advantage of its own
physical assets and partnering with long-time virtualized edge computing pioneer Vapor |0.

' 4 Dan Meyer | Executive Editor
' July 20, 2023 2:55 AM
4

The move calls for Comcast to host Vapor [O's Kinetic Edge data center platform to support third-party
edge service providers. Matt Trifiro, chief marketing officer at Vapor 10, explained this “hosting” involves
a physical fiber connection between its Kinectic Grid and Comcast’s physical infrastructure. This
connection will allow the combined product to support “near-premises” edge computing applications
with lower latency at lower costs.

The trial is scheduled to officially kick off this quarter in Chicago and Atlanta.
Comcast Chief Network Officer Elad Nafshi said this “early move” is tied to the cable giant looking “at

value creation is in the edge compute business.” He explained the trial builds off of Comcast’s current
virtualized cable modem technology system (vCMTS) that underpins its current gigabit internet service.

'\/odafone;extenols IJ[S' AV\/S '\VWavelength
MEC ridé

? Dan Meyer | Executive Editor
B o scaru =Y Xi-Y ¢ XX RN
<

U.K.-based telecom giant Vodafone is expanding its work with Amazon Web Services (AWS) to Spain,

—————-/

providing enterprise customers in that country with access to low-latency services using the AWS
Wavelength multi-access edge compute (MEC) platform.

The expansion provides Wavelength Zone availability to portions of Spain, including customers in
Malaga, Granada, Cérdoba, Jaén, Almeria and areas of Seville. Initial use cases are using Vodafone’s
Safer Transport for European Platform (STEP) that connects vehicles with transport authorities to relay
information on road hazards, the location of highway maintenance workers and control of smart traffic
lights.

Vodafone will also test a distributed Wavelength-powered MEC platform to support extended reality (XR)
for agriculture, logistics, industry, entertainment and social health verticals. This XR platform will provide
a 3D digital twin of applications the removes the need for a physical site visit.

AWS initially announced its Wavelength service at its annual re:Invent show in 2019. The platform
includes compute and storage services deployed at carrier edge locations and are targeted at allowing
the deployment of low-latency services.

It works alongside the hyperscaler’s Local Zones, which are an extension of its different cloud regions,
and its Outposts platform that brings native AWS services, infrastructure and operating models to a data
center, co-location space or on-premises facility.

AWS has more than 30 open Local Zones around the world, with around 20 more announced. Ishwar
Parulkar, CTO for telecom and edge at AWS, recently told SDxCentral that its Outpost platform was
supporting more than 200 Private 5G deployments.

This adds to what Jan Hofmeyr, VP for Amazon EC2, told SDxCentral is the vendor’s goal is “to make
AWS the best place to run 5G networks.”

14 -
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02. Key Players (1/2)
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Content Provider (CP)

02. Key Players (2/2)
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01. Federation in ETSI MEC

DomainA | Domain B
M1 |
CFS portal } Operaticns I Operations
support system | suppartsystem
I T Mm1
Multi-access edge MD'IIIX?’ " Multi-access edge ]‘
orchestrator ' . orchestrator
Mm2 + Mm3 + Mmd T

platform manager platform manager

+ Mmé6
Virtualisation Virtualisation '_
infrastructure manager infrastructure manager

I
I
I
I
I
I
I
Multi-access edge I Multi-access edge
I
|
I
I
I
I
I
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02. MEC Federation in GSMA

NBI

Resource Manager
Role

SBI

Users

-18 -
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03. GSMA Open Gateway (1/5)

| Concept
Consistent Service Experience through Global Operator Collaboration

Connectivity Open

Gateway

Anti-Fraud Payment

28
(=] ik
Factory ~ Mobility  Security Factory Mobility  Security Factory Mobility  Security

C &a¥ (a® ¢aw Cloud & Edge

0|7|=, "Open NW AP| 7|4t OJ2ff AMH|2A," Krnet 2024, 2024'F 6&
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03. GSMA Open Gateway (2/5)
| Use Cases GSMA Open Gateway Use Case Library

GSMA Open Gateway Use Cases highlight a variety of innovative solutions to drive digital transformation by leveraging CAMARA APIs .

Filter by Category:  ~ Use Cases

Sunday 14 May 2023 Sunday 14 May 2023 Sunday 14 May 2023

Online Ticketing Protection Detection of Bot Traffic QoD for PoS transactions at events

Read more Read more Read more

Sunday 14 May 2023 Sunday 14 May 2023 Sunday 14 May 2023
Public safety during events e.g. Sports / Fleet Management Territory restrictions for content
Music
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Challenges for Edge Al

03. GSMA Open Gateway (3/5)

| Use Cases Territory restrictions for content
Use Case Territory restrictions for content
Sector Media and entertainment

Device Roaming Status

CAMARA API . L

View API Descriptions
Business problem Ensuring compliance with territorial licensing agreements by restricting access to content based if the
being solved user is roaming

The solution integrates mobile network data to verify if a user is roaming outside of their home country
and thereby be able to enforce content access restrictions.

How the solution
works By leveraging data from the following API, the system ensures that content is only accessible within
authorised regions

Device Roaming Status: The API checks if a device is roaming, and if so in which country

-21 -
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03. GSMA Open Gateway (4/5)

I CAMARA API Authentication and Location Services | Communication Communication Device Information Computing Payments and
Fraud Prevention Services Quality Services Charging

Geofencing Web RTC Call Simple Edge Blockchain Public

Call Forwarding Signal Application Profiles  Connect Network Type

Subscriptions Handling Discovery Access
Customer Insights Location Retrieval s RTG et Connectivity Insights Gonnau::t I‘\Iehlmrk Type Carrier Billing
Subscription Subscription
. . e . Connectivity Insights : . Carrier Billing
Device Swap Location Verification Web RTC Registration S Device Identifier Refund
Know Your Customer Population Density . Device Reachability
Age Data Home Devices QoD Status
Know Your Customer Region Device L Device Reachability
Fill-In Count Aol st st Status Subscription
Know Your Customer QoS Profiles Device Roaming Status
Match
Know Your Customer Device Roaming Status
Tenure Quality on Demand Subscription

Number Recycling

Mumber Verification

One Time Password
SMS

Scam Signal
Sim Swap

Sim Swap Subscriptions

- 22 -
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Challenges for Edge Al

03. GSMA Open Gateway (5/5)

| Ready for Monetization???

o T @

API standardisation + certification =
The foundation of successful monetisation
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From MEC Forum to Open Al Edge Forum (Since 2025)

Open Al Edge Forum
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